AGREEMENT FRAMEWORK BETWEEN LOMBARDY REGION – WELFARE GENERAL DIRECTOR AND [Institution name]

“AGREEMENT UNDER THE DGR N. 374 OF 23RD JULY 2018 AND DGR N. 491 OF 2ND AUGUST 2018, AS AMENDED BY D.G.R. N. 3019 OF 30TH MARCH 2020 ABOUT PROGRAMMING, MANAGEMENT, CONTROL, EVALUATION ACTIVITIES OF HEALTHCARE, INCLUDED ESTABLISHMENT, MANAGEMENT, PLANNING AND CONTROL ON RELATIONSHIP BETWEEN ADMINISTRATION AND THE INSTITUTION ACCREDITED BY OR HAVING AN AGREEMENT WITH THE NATIONAL HEALTH CARE SYSTEM UNDER THE ART. 2-SEXIES, SUBPARAGRAPH 2, LETTER V) OF D. LGS. 196/2003 AS AMENDED BY THE D. LGS. 101/2018” 

FIELD OF SPECIFIC INTEREST: realization of the project [project name]. 
BETWEEN
[bookmark: _Hlk525657117][bookmark: _Hlk525656832]LOMBARDY REGION (from now on called “R.L.”) – General Welfare Director, tax code n. 80050050154, represented by the General Director, Dott. Mario Melazzini, with the office in the headquarters of Lombardy Region, in Milan, Piazza Città di Lombardia, n. 1, nominated by disposition of Regional Council n. XII/3503 del 02/12/2024;
AND
[Institution name], tax code n. [tax code] (from now on called “INSTITUTION”), represented by [role of the legal representative], [full name of the legal representative], with the office at the headquarters of Institution [address].

GIVEN THAT
Lombardy Region, regarding its function of citizens health protector, has the need to evaluate and monitor the efficacy of the healthcare treatment offered, of the accuracy and quality of healthcare, customer satisfaction, and of risk factors for health (art. 8 octies and art. 10 D.Lgs. n. 502/92); 

In particular, the processing of data performed by Lombardy Region aims at the evaluation and comparison (between groups or population or between facilities), the pertinence, the efficacy and the effectiveness of the healthcare offered, including specific disease or health issues through the characterization of the exposition to risk factors, the reconstruction of the diagnostic therapeutic and care path, analysis and comparison between the health outputs; 

This processing will be within the context, of significant public interest, of planning, management, control and evaluation of the healthcare, according to the art. 2 sexies, subparagraph 2 letter v) of D. Lgs. n. 196/2003 as amended by D. Lgs. n. 101/2018; 

[bookmark: _Hlk525656970]The DGR n. 2017 of 01/07/2014 “Approval of document “Rules for the access of the Lombardy Region’s data warehouse by external institutions”, as substituted by the DGR n. 4893 of 07/03/2016 “Approval of document “Disciplines of external institution collaborations with Lombardy Region about the planning, management, controlling and evaluation activities of healthcare, according to the art. 85, subparagraph comma 1, letter b) of D. Lgs. 196/2003 and consequent access to the regional data warehouse ” – Changes and integrations to the DGR n 2017 of 01/07/2014” and to the DGR n. 491 of 02/08/2018 “Determinations regarding the management of Social-healthcare Service for the fiscal year 2018 – 2nd provision 2018 (in conjunction with Alderman Davide Carlo Caparini)” has approved the following agreement framework; 

The DGR n. 491 of 2nd August 2018 has selected specific fields of interest included in the following agreement as well as the datasets;

Finally, after the healthcare emergency due to the global spread of acute respiratory syndrome of SARS-CoV-2 (Severe Acute Respiratory Syndrome Coronavirus 2, called “COVID 19”), with D.G.R. n. 3019 of 30 March 2020, the data sets available are increased thanks to the predisposition of a specific database for the COVID-19 emergency and, in the meantime, the possibility of accreditation is extended to further regional and national healthcare Institutions, medical-scientific companies, Universities – in order to allow and promote scientific and sectorial researches.

THEY AGREE AND STIPULATE WHAT IT FOLLOWS:
Art. 1 – Agreement object
1.1 [bookmark: _Hlk525657300]The object of agreement is the realization of the collaboration to execute the project called [name of the project] (Appendix 1).
1.2 The activities to carried out are clarified in Appendix 2 that is an integral part of the agreement.
Art. 2 – Collaboration aims 
2.1 The collaboration aims at the execution of an evaluation and monitoring activity of the efficacy of the healthcare services, of the pertinence and quality of the healthcare, customer satisfaction, risk factors for health.
2.2 The data processing is within the context, of significant public interest, pursued by Lombardy Region of planning, management, control and evaluation of the healthcare, according to the art. 2 sexies, subparagraph 2 letter v) of D. Lgs. n. 196/2003 as amended by D. Lgs. n. 101/2018.
 
Art. 3 - Data sets available, data analysis ratio, permitted processing, for the implementation of the collaboration
[bookmark: _Hlk525657410]3.1 The data sets essential for the execution of the research of the current agreement are indicated in Appendix 3, and are: 
[Select in the list of the data sets (DGR 491 of 2018) the ones essential for the research:
☐ contagious and infectious diseases 
☐ vaccinations 
☐ early diagnosis programs 
☐ basic medical care 
☐ specialized outpatient and rehabilitative healthcare 
☐ home care 
☐ cure abroad 
☐ mental health 
☐ addictions 
☐ hospital care 
☐ health emergency and 118 
☐ residential, semi-residential care, hospice
☐ birth care certificates and pregnancy tests
☐ pharmaceutical care and pharma surveillance
☐ physical and sport care 
☐ integrative care
☐ thermal care
☐ injury and healthcare risks related to the life and work environment
☐ road accident 
☐ civil disability, and handicap 
☐ acknowledgment of right to copayment exemption 
☐ surveys on customer satisfaction 
☐ death rate data 
☐ prothesis care.]

The requested data sets will compose the sample with the following characteristics: [insert characteristics of the sample that will be analyzed. E.g.:
· Control sample of 300.000 people randomly chosen 
· Patients affected by Parkinson Disease;
· Patients affected by heart failure.] 
The temporal depth of the data requested will cover from [insert date] and [insert date]. 
The Institution will process the personal data owned by Lombardy Region as established by the instructions described in Appendix 3.2.
Regarding the extraction criteria of the patient sample and related healthcare consumption, the Institutions will attach a declaration related to the evaluation made by the Institution in respect of the principles of pertinence, non excess and necessity of the process for the aims declared. This must be added to the request directed to Lombardy Region and Aria S.p.A. (formerly Lombardia Informatica S.p.A.).
This declaration will be evaluated by Lombardy Region as Controller of the data process.
All the data will be processed in the full respect of the current laws regarding personal data protection.
[bookmark: _Hlk525657491]3.2 The data are available without direct identifier elements (name, surname, tax code, healthcare number) and a single code is assigned for every subject for the research of the current agreement, that does not allow the direct identification of the person during the data process.
3.3 In addition, in order to exclude any risk, direct and indirect, of back-identification of data subjects, further measures will be taken to generalize the data provided, should this appear necessary and/or appropriate.
3.4 The data samples strictly necessary for the execution of the research of the current agreement will be elaborated and analyzed through a specifically prepared IT platform as described in the DGR n. 4893 of 07/03/2016, according to the terms and conditions of usage, specified in the Appendix. The IT platform makes available the analysis and statistics functionalities of the main applications available in the market that will be used on the samples available for the analysis. 

Art. 4 – Duration of the agreement 
4.1 This agreement is effective from the date of the last subscription and has a duration of 24 months.

Art. 5 – Institution Duties
[bookmark: _Hlk525657576]5.1 The Institution must perform the activities listed in Appendix 2, that is an integral part of the current agreement, and use the technical infrastructures made available by Lombardy Region according to the terms and conditions described in Appendix 4.
5.2 In particular, the institution is obliged to use, under its own autonomous responsibility, the means and the technical-organizational resources made available according to the characteristics of the virtual environment, exclusively for the aims written in the current Agreement and for the activities described in the project proposal. According to the rules and procedures established by ARIA S.p.A. (see Appendix 4), the Institution can request the installation in the environment of other software and licenses that the Institution may consider necessary for a better execution of the project, provided that the Institution owns the license and software authorization and the computer tools respect the current standards in terms of security according to the laws of personal data processing.
5.3 The Institution must compile periodic reports, including the one that terminates the collaboration, relating the activities of the research of the current collaboration. 
These reports will describe the processes performed on personal data. They will list the essential information and the measures taken to conform these processes to the law, with particular reference to the principles of necessity, pertinence, non-excess and necessity of the data processed, as well as correctness of the processing and the security measures.
Art. 6 – Lombardy Region Duties
6.1 Lombardy Region, through the Welfare General Director and Aria S.p.A. (formerly Lombardia Informatica S.p.A.), commits to: 
- make available to the Institution the technical infrastructures and dedicated software for carrying out the activities covered by this agreement and the related project proposal. 
- make available to the Institution the data sets of the art. 3, according the methods described by the DGR n. 4893 of 07/03/2016 “Document approval “Disciplines of collaboration of external institutions with Lombardy Region relative to the planning, management, controlling and evaluation activities of healthcare, according to the art. 85, subparagraph comma 1, letter b) of D. Lgs. 196/2003 and consequent data access to the regional data warehouse” – Changes and integrations to the DGR n 2017 of 01/07/2014”.
- according to D.G.R. n. 4893/2016, make periodic controls of the access logs of the virtual environment available in order to control that accesses to the web from the Institution do not involve any illegal or unauthorized data migration or diffusion.
- guarantee that the data are processed according to the rules of the protection of personal data, as well as through specific instructions and periodic checks on the Institution, that has been designated through a selected contact person, nominated as processor of the data.

Art. 7 – Destination of the data once the research in concluded and time of conservation
7.1 The available data, according to the art. 3, for processes relative to the research of the current agreement, will be conserved in the IT platform for 24 months. At the end of this period, together the parties will decide to delay or extend the conservation based on the need to execute further research in the same or similar fields. 
Art. 8 – Property of elaboration and usage limit 
[bookmark: _Hlk525657652]8.1 The outputs obtained by data processing made by the Institution are exclusive property of Lombardy Region. 
8.2 The processed data and the outputs obtained by the processes are absolutely not for sale and they cannot used for profit.
Art. 9 – Confidentiality Clauses
9.1 The Institution, during the execution of the data processing, undertakes not to disclose and / or communicate and / or disseminate the data to third parties but to use them solely and exclusively for the purposes and within the scope of the study object of this agreement.
9.2 The Institution undertakes to limit the number of subjects who may have access to the "IT platform" as defined within the DGR nr. 4893/2016, allowing access only to those who will be directly involved in the activities covered by the research, subject to direct and formal communication by the Research Institution to the Welfare General Director and to ARIA S.p.A. - Regional Agency for Innovation and Purchasing (formerly Lombardia Informatica S.p.A.). These subjects will be designated by the Institution that will identify the most appropriate methods of authorization for processing and their work will be subject to the direct authority according to art. 2-quaterdecies of D. Lgs 196/2003 as amended by D. Lgs 101/2018.
9.3 In case of violation of the obligation of confidentiality applied to these subjects, the Institution as well as the subjects themselves will be liable to compensate for any damage suffered by the Lombardy Region or by third parties.
9.4 The Institution must refrain from copying, duplicating, reproducing or recording, in any form and by any means, the data that will be made available for processing in the context of the study subject of this agreement.
9.5 The Institution must refrain from re-identifying, in any form and by any means, the people who are referred to by the data that will be made available for processing in the context of the research subject of this agreement.
9.6 The Institution must promptly inform Lombardy Region if the subjects are identified or may be identified.


Art. 10 – Personal data process 
10.1 According to and for the effect of the art. 28 of UE Regulation 679/2016 (GDPR) the Institution assumes the role of processor of the data owned by Lombardy Region.
10.2 The controller of the processes is the Regional Council, embodied by its the legal representative. 
10.3 The processor is each Institution embodied by the legal representative pro tempore. According to the DGR XI/812 of 19/11/2018, the nomination of the processor of the personal data, that is strictly necessary in the context of the current agreement, forms Appendix 3.
 
Art. 11 - Controls
11.1 The Welfare General Director reserves the right to control periodically the existence of the requirements declared in the accreditation phase. 
11.2 The Institution must give the maximum collaboration to Lombardy Region; it must allow the Region to access the offices of the Institution at any time; it must give all information and documents that are considered essential to check the possession of the requirements declared and documented in the formal act  of accreditation application; it must allow the Region to do the surveillance activities that are the duty of the controller of the process according to the laws of data protection and the instructions imposed. 
11.3 If Lombardy Region notices discrepancies regarding the requirements declared and documented at the time of the formal accreditation application, it will assess the cancellation of the Institution from the Register and the right to terminate this agreement and block the Institution’s access to the data sets referred to in the art. 3. 
Art. 12 – Jurisdiction
12.1 For any dispute that may arise regarding the fulfillment of this agreement, the parties elect the Court of Milan.
Art. 13 - Conformity of the act
13.1 This Agreement and its annexes - an integral and substantial part of it - in accordance with Articles 20 et seq. D.lgs. n. 82/2005 ("Digital Administration Code") and the related implementing rules of the D.P.C.M. 13 November 2014 - constitutes the original drawn up and signed in digital form pursuant to art. 24 D.lgs. n. 82/2005 and is kept in the computer archives of ARIA S.p.A..
Art. 14 - Other regulations
14.1 This agreement is not subject to registration except in the case of use in accordance with current legislation.
14.2 Any registration fees will be borne by the requesting party.
14.3 Pursuant to and for the effects of Presidential Decree 642/1972, this Agreement is subject to stamp duty at a fixed rate of Euro 16.00 for each sheet as provided for in art. 2 Tariff, Annex A, Part I of the above mentioned Presidential Decree and its fulfillment is at the expense of the requesting party.

Read, approved and undersigned
For the Lombardy Region - General Welfare Directorate
The General Manager Welfare pro tempore 
Dr. Mario Melazzini
Signed digitally ex art. 24 D.Lgs. n. 82/2005
Milan, date of digital signature

For [company name]
The pro tempore legal representative
[Name] 
Signed digitally ex art. 24 D.Lgs. n. 82/2005
Milan, date of digital signature




APPENDIX 1 
PROJECT DESCRIPTION
[add project description]


APPENDIX 2 
DESCRIPTION OF ACTIVITIES OF THE PROJECT AND WORK PLAN
[add description of activities of the project and work plan]


APPENDIX 3
FRAMEWORK
ACT OF APPOINTMENT OF PROCESSOR OF PERSONAL DATA 
(ACCORDING TO THE ART. 28 OF EU REGULATION 2016/679 27TH APRIL 2016 AND THE ART. 2 QUATERDECIES, D. LGS. 30TH JUNE 2003, N. 196 AS MODIFIED BY THE D. LGS. 10TH AUGUST 2018, N. 101)

Between
Lombardy Region – Welfare General Director, tax code n. 80050050154, represented by the General Director, Dott. Mario Melazzini, with the office at headquarters of LOMBARDY REGION, in Milan, Piazza Città di Lombardia, n. 1, nominated by disposition of the Regional Council n. XII/3503 del 02/12/2024; 
AND
[Institution name], tax code n. [tax code] (from now on called “INSTITUTION”), represented by [role of the legal representative], [full name of the legal representative], with the office at the headquarters of the Institution [address].

Given that 
a) the Agreement for the realization of the project has been signed [project name];
b) as part of its institutional purposes, LOMBARDY REGION is the controller of the processing of personal data pursuant to articles 4 no. 7 and 24 of the 2016/679 EU Regulation (GDPR);
c) LOMBARDY REGION as Data Controller, pursuant to and for the purposes of art. 28 GDPR identifies [Institution name] as Data Processor, as it presents sufficient guarantees to implement the appropriate technical and organizational measures so that the treatment respects the requirements of the legislation and the protection of the interested parties;
d) for the execution of the Agreement [institution name] will process personal data of which LOMBARDY REGION is the Controller;
e) for the purposes of this act of appointment ("Act"), the definitions of the aforementioned Agreement and those included in this Act, which forms an integral part thereof, apply;
All this being said, the Parties agree the following:
Definitions
For the purposes of this Act of Appointment, the following definitions apply:
- “Applicable law" or "Privacy legislation": means the EU Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 relating to the protection of individuals with regard to the processing of personal data, as well as the free movement of such data (hereinafter for brevity "GDPR"), D. Lgs. N. 196/2003 as amended by D. Lgs. N. 101/2018, as well as any other legislation on the protection of personal data applicable on the national territory, including the measures of the Authority for the protection of personal data.
- “Process”: means any operation or set of operations, carried out with or without the aid of automated processes and applied to personal data or a set of personal data, such as the collection, registration, organization, structuring, storage , adaptation or modification, extraction, consultation, use, communication by transmission, diffusion or any other form of making available, comparison or interconnection, limitation, cancellation or destruction,
- “Personal data”: means all information as defined pursuant to art. 4 par. 1 of the GDPR, which the Data Processor processes on behalf of the Data Controller for the purpose of providing the Services referred to in the Agreement.
- “Services”: means the Services covered by the Agreement as well as the related processing of personal data, as better described in this Act of Appointment and in its annexes
- “Data Processor”: means, pursuant to art. 4, par. 8 of the GDPR, the natural or legal person, the public authority, the service or other body that processes personal data on behalf of the Data Controller.
- “Sub-Processor”: means the natural or legal person, public authority, service or other body, third party (supplier) with respect to the Parties, to whom the Data Processor may have entrusted part of the service subject to the Agreement, and which therefore processes personal data, subject to the authorization of the Data Controller according to the methods set out in art. 28 of the GDPR and with a separate Act of Appointment by the Data Processor.
- “Security Measures”: means the security measures referred to in the personal data protection legislation.

All this being said

LOMBARDY REGION
1. APPOINTMENT
[Institution name] in the person of the pro tempore legal representative, in relationship with all the processing of the personal data that is mandatory by the Agreement, according to the art. 28 GDPR, is appointed by the LOMBARDY REGION as the Processor for the processing of data and the data sets referred to the Appendix 3.1. of the current act. 
[Institution name ] will process the personal data, owned by LOMBARDY REGION, referred to by the Agreement between LOMBARDY REGION – Welfare General Director and [Institution name ], based on what is established in said Agreement. 

2. DURATION
The current document has effect starting from the day of the signing and it will be valid until the end of the agreement; 

3. MODE AND INSTRUCTIONS 
The mode and the instructions for the processing of personal data are supplied by LOMBARDY REGION to [Institution name] and they are specifically indicated and stated in the Appendix 3.2. that is an integral and substantial part of the current act of appointment. 
 
4. OBLIGATIONS AND DUTIES OF THE DATA PROCESSOR
The Data Processor declares that he/she has an adequate structure and organization for the execution of the LOMBARDY REGION personal data processing assignment and undertakes to adapt it or to keep it adequate to the relevance of the assignment itself, guaranteeing full respect (by itself and by its employees and collaborators) of the instructions on the processing of personal data referred to in the content of the Appendix to this appointment, as well as all the provisions of applicable law.
The Data Processor guarantees that the operators assigned to the processing are always trained and committed to confidentiality and have an adequate legal obligation of confidentiality.
The Data Processor agrees adequate technical and organizational measures to guaranteeing compliance to in Articles 32-36 of Regulation (EU) 2016/679.
Any change relating to the security of the telematic services, such as edits to the code, the technical management of the infrastructure, data security and urgent interventions are not subject to prior validation / authorization by the Data Controller.

5.  APPOINTMENT OF SUB-PROCESSOR
[Institution name], as Data Processor, has the right to resort to the appointment, in the manner specified in the Agreement, of further subordinate Data Processors of personal data (so-called "Sub-Processors") as part of the personal data processing activities on behalf of LOMBARDY REGION, in execution of the Agreement, after performing the necessary supplier selection procedures applicable each time. Pursuant to art. 28 paragraph 2 of EU Regulation 2016/679, this right is to be understood as a general written authorization by LOMBARDY REGION, Data Controller, towards [Institution name], Data Processor for the aforementioned activities.
[Institution name], when identifying additional Sub-Processors, is required to inform LOMBARDY REGION in advance, in order to allow LOMBARDY REGION itself, as required by art. 28 par. 2 cited, to be able to express any formal opposition to the appointment no later than the appropriate term of fifteen days from the receipt of the communication by [Institution name], after the deadline the latters can proceed to make the designations towards the Sub - Processor for the treatment identified.
The possible appointment of Sub-Data Processors by [Institution name], pursuant to the Agreement and the current privacy legislation, is subject to the condition that this person is subject to the same data protection obligations contained in this Act, including sufficient guarantees to implement adequate technical and organizational measures to ensure that the treatment meets the requirements of the applicable legislation.
[Institution name] remains responsible processor towards LOMBARDY REGION with regard to the fulfillment of data protection obligations by the Sub-Processors.
[Institution name] undertakes to communicate, on an annual basis, any changes and updates to the treatments under the responsibility of the appointed Sub-Processor.

6. MONITORING 
According to art. 28, par. 3 GDPR, in order to monitor the timely and correct observance of the instructions given to the processor, LOMBARDY REGION, in its capacity as Data Controller, may carry out periodic verification actions. These verifications may also entail access to the processor premises or machines and programs, if applicable, upon communication by LOMBARDY REGION sent with a notice of 15 working days. As part of these verifications, the Data Processor will provide the necessary assistance and support, responding to the requests of LOMBARDY REGION in relation to the data and processing subject to this appointment act.

Appendices:
APPENDIX 3.1. - List of treatments of personal data owned by LOMBARDY REGION
APPENDIX 3.2 - Instructions on the processing of personal data given by LOMBARDY REGION
Read, approved, signed 

Milano, date of digital signature


For the Lombardy Region - General Welfare Directorate
The General Manager Welfare pro tempore 
Dr. Mario Melazzini
Signed digitally ex art. 24 D.Lgs. n. 82/2005
Milan, date of digital signature

For [company name]
The pro tempore legal representative
[Name] 
Signed digitally ex art. 24 D.Lgs. n. 82/2005
Milan, date of digital signature

GENERAL AUTHORISATION OF THE APPOINTMENT OF SUB-PROCESSOR 
According to the point 5 of the current act of appointment, LOMBARDY REGION delegates and gives general authorization to [Institution name] to appoint any other Sub-Processor relative to the process of the data of the current agreement. 

Read, approved, signed 

Milano, date of digital signature 


For the Lombardy Region - General Welfare Directorate
The General Manager Welfare pro tempore 
Dr. Mario Melazzini
Signed digitally ex art. 24 D.Lgs. n. 82/2005
Milan, date of digital signature

For [company name]
The pro tempore legal representative
[Name] 
Signed digitally ex art. 24 D.Lgs. n. 82/2005



Milan, date of digital signature
Pag. 1 di 6 
Pag. 1 di 6 
6





Pag. 1 di 6 
Pag. 1 di 6 
APPENDIX 3.1
LIST OF PROCESSES OF THE PERSONAL DATA OWNED BY LOMBARDY REGION CARRIED OUT BY [INSTITUTION NAME] AS PROCESSOR OF THE DATA

	Process
	Aim of the process
	Kind of data processed
	Mode of process
	Category of subjects
	Task Duration

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



The table fully lists the processing of personal data related to the activities covered by this appointment. Any further processing of personal data submitted to the same Data Processor, appointed by means of this deed, will be communicated by the Data Controller and / or suitably referred to in the specific contents of the subsequent contractual agreements between the Data Controller and the appointed Data Processor. 


APPENDIX 3.2
ISTRUCTIONS ON PROCESSING OF LOMBARDY REGION DATA SUPPLIED BY LOMBARDY REGION TO [INSTITUTION NAME] AS PROCESSOR OF DATA INDICATED IN THE APPENDIX 3.1
The Data Processor identified is required to carry out data processing in compliance with the provisions of the Privacy Law and any further specific contents of the deed signed by the Parties, referred to in Appendix 3.1 of this document, in a manner aimed at preventing violations of rights, fundamental freedoms and dignity of the interested parties, with particular reference to confidentiality, personal identity and the right to protection of personal data.
The Processor is required to process personal data in compliance with the principles of necessity, proportionality, relevance and non-excess, in a lawful and correct manner, for legitimate and determined purposes, ensuring the accuracy and completeness of the data.
The Processor is required to start any new data analysis only following a request from Lombardy Region, the Data Controller. In the event of revocation of the designation as Data Processor, or, in any case, after the completion of a data analysis, the Data Processor must return or delete personal data, except if the law of the Union or of the Member States, to which the Processor is subject, prescribes the retention of personal data. In particular, it must ensure at all times that the physical and logical security of the data processed complies with current regulations, contractual documents and specifications of the Services defined by the Controller. The security measures adopted must, in any situation, comply with the "standard" of greater security between the provisions of the law and the contractual and / or design elements.
In any case, the Processor, who becomes aware of a specific violation of personal data, will be required to communicate to the Controller, pursuant to art. 33, par. 2 EU Reg. 2016/679, without undue delay, such violations, which may have occurred during the validity of this appointment, according to the methods and procedures that will be suitably defined with a specific deed. In the event of violations of personal data, the Data Processor will actively collaborate with the Data Controller for the correct management of the communication of the aforementioned violations.

The Processor is required, in relation to the people in charge of the processing who act under his authority, to instruct the latter to comply with the following measures:
1) identify in writing the subjects in charge of the processing of personal data (natural people or homogeneous groups);
2) give the people authorized to process the instructions suitable for the activities to be carried out;
3) supervise the work of the people authorized to perform the processing in relation to the access to personal data;
4) provide a training plan for people authorized to perform the processing;
5) make sure that each authorized person is assigned an authentication credential. The authentication credentials consist of a code for identifying the person authorized to perform the processing associated with a reserved keyword known only by the same or an authentication device in possession and exclusive use of the Appointee, possibly associated with an identification code or a keyword;
6) prescribe necessary precautions to ensure the security of the confidential component of the credential and / or the diligent safekeeping of the device in possession and exclusive usage of the person authorized to use it;
7) ensure that the keyword, when provided by the authentication system, is made up of at least eight characters or, if the electronic instrument does not allow it, by a number of characters equal to the maximum allowed; it must not contain references easily attributable to the Appointee and must be modified by the latter on first use and, subsequently, at least every three months;
8) ensure that the identification code, where used, cannot be assigned to other Appointee, even at different times;
9) ensure that staff authentication credentials are deactivated in case the need for access by the person authorized to perform the processing ceases or inactivity occurs for more than six months;
10) prepare the necessary procedures so that, in the event of prolonged absence or impediment of the Appointee, which makes it indispensable and undelayable to intervene for the exclusive needs of operating and system security, it is still possible to ensure the availability of data or electronic instruments. In this case, the custody of the copies of the credentials must be organized by guaranteeing their secrecy and identifying in advance the subjects in charge of their custody;
11) provide, with restrictive criteria, access authorization profiles for each individual person or homogeneous group authorized to process and configure them before the start of the treatments;
12) verify, at least annually, the existing authorizations;
13) ensure that in the case of Telephone Operators, Appointed of processing, these in the voice communications exchanged during the course of their activities comply with the provisions specifically issued by the Data Processor for respect of the User and the confidentiality of the information processed;
14) draw up and keep updated a list with the identification details of the people who play the role of System Administrators and, for each of them, the description of the functions that have been assigned to them in the context of the activities carried out on behalf of the Controller and implement the additional security measures, as defined in the Provision of the Authority for the Protection of Personal Data of 27/11/2008 "Measures and precautions prescribed to the Controllers of the treatments carried out with electronic tools relating to the attribution of the functions of system administrators" and successive modifications and integrations;
15) install on the computers suitable programs against the risk of intrusion and abusive access in accordance with the legal requirements to be updated in any case every six months and on the occasion of each version available from the manufacturer;
16) provide, whenever there is a report of the presence of vulnerabilities in the programs used and the simultaneous availability of the appropriate changes, updating, within a reasonable period of time not exceeding six months, the programs used, or at least the evaluation of the impacts of the update;
17) provide for the adoption of back-up copies and the restoration of data in defined times and in any case not exceeding seven days.
In terms of personal data security, pursuant to art. 32 of EU Reg. 2016/679, the Data Processor is required to implement adequate technical and organizational measures to ensure an adequate level of security appropriate to the risk. In assessing the adequate level of security, account is taken, in particular, of the risks presented by the treatment which derive in particular from the destruction, loss, modification, unauthorized disclosure or access, accidentally or illegally, to personal data transmitted, stored or otherwise processed.
Furthermore, for the treatment of particular categories of personal data (hereinafter, "particular data"), according to the definition of art. 9, par. 1 of EU Reg. 2016/679, the Processor must:
1) provide that the reuse of the storage media is possible only in the event that the information previously contained is not recoverable; otherwise the supports must be destroyed. In this context, it is necessary to proceed to:
a) issue adequate instructions of conduct to all persons authorized to process;
b) carry out a complete reconnaissance of all the storage media that can be reusable, both of a removable type and present in memory areas inside the operating system or in programs, where particular data may be found;
c) examine all new media, operating system and programs, which are included in the data processing system, analyzing possible risks and giving specific instructions to the persons authorized to process them.
2) ensure that the storage of sensitive data on lists, registers or databases takes place in such a way as not to allow the direct identification of the interested party, or that the storage of sensitive data is encrypted or alternatively that there is separation between the particular data and other personal data that may allow identification of the interested party;
3) ensure that the transfer of particular data in electronic format takes place through "secure channels" or in an encrypted manner.
In the event that the Processor receives from the interested party an application for the exercise of his rights pursuant to articles from 15 to 22 of EU Regulation 2016/679, it is required to forward it promptly to the Data Controller as identified as the person required to implement it.
With regard to the processing of personal data with tools other than electronic ones, the Processor is required to prepare an archive for documents containing personal data, identifying in writing the persons authorized to process them with the related profiles of access to data and documents.
The procedures for filing, custody, delivery or return and compartmentalization of the data (for example, a register and separate and closed cabinets) must be defined.
Finally, the processing of particular data must include the use of special containers with padlocks or locks and the definition of a key management procedure.
It is in any case strictly forbidden for the Designated Processor to disclose data, or make unauthorized communication to third parties and more generally it is forbidden to carry out analysis  not aimed at carrying out the activities entrusted, unless specifically authorized by the Controller.
The processing operations must be managed by the Data Processor in accordance with the activities carried out within the assigned projects and in consideration of any subsequent changes to the operations and / or treatment methods made by the Data Controller.
The Processor is called to ensure, on behalf of the Controller, the exercise of the rights that may be applicable by the interested parties (Chapter III of the EU Regulation 2016/679), in compliance with the terms of the law, adopting every organizational, logistical, technical and procedural suitable for ensuring compliance with the provisions in force regarding the processing of personal data for the exercise of the same rights.
The Processor is required to make available to the Data Controller all the information necessary for carrying out the audit activities, including inspections, requested by the Data Controller himself or by another person authorized by him/her, in order to verify compliance with the obligations laid down by the Privacy legislation and the specific content of the Agreement, referred to in this act of appointment, signed by the Parties.
The Processor, pursuant to art. 30 of EU Regulation 2016/679, is required to provide the Data Controller with the information necessary for completing the "Register of process". If the Data Controller intends to draw up the Impact Assessment pursuant to art. 35 of the aforementioned Regulation, the Processor will also be required to provide additional information that may be necessary for the preparation of the document.
The Processor, if, in compliance with the legal obligation, is required to identify within his organization the figure of the "person responsible for the protection of personal data", the latter will be required to carry out his/her activity in close collaboration with the Controller.
The Processor will actively collaborate with the Authority for the protection of personal data and the Public Authorities, in order to allow the latter to exercise their institutional activities, such as requests for information, control activities through access and inspections, with regard to the process that is the subject of the Act of Appointment.
APPENDIX 4 
GENERAL TERMS AND CONDITION OF SUPPLY
1. Preamble This article defines the general terms and conditions for the supply and use of DaaS services, i.e. the provision of technical infrastructures and dedicated software in the context of collaborative relationships for the purposes defined and regulated pursuant to D.G.R. n. XI / 3019 of 30/03/2020 (as well as regulated by DGR n. 2017 of 01/07/2014 and integrated by DGR n. 491 of 02/08/2018), by external Institutions (regional, national and recognized international, Medical-Scientific Societies, Universities) accredited for access to the Lombardy Region Information Heritage, as described in the appendices to the signed Agreement.
By virtue of the General Agreement (Convenzione Quadro) approved by Resolution no. X / 4696 of 29/12/2015 and of the implementing agreement approved by Decree n. 3848 of 4/05/2016 (updated pursuant to Resolution no. XI / 673 of 24/10/2018) the services and activities of competence between Lombardy Region and ARIA S.p.A. Regional Company for Innovation and Purchases, including the management of technical, IT and organizational infrastructures to support the management of the regional Information Heritage.
2. Scope of supply The supply and the availability of the means and technical-organizational resources necessary for carrying out the activities better described in the Agreement signed by the Institution and the related Project Proposal is guaranteed in favor of the Institution. 
In particular, the supply has as its object the creation in favour of the Body of a virtual "Environment A" secure, segregated, scalable, monitored and connected to the data storage, equipped with the technical features best described in the document (KIT operativo - Annex n. 4), for the elaboration and analysis of the data indicated in the Convention signed by the Body and in the relevant project proposal, according to the “Standard” modality described below:
·  Provision of the software "SAS Studio", within the "Environment A" as provided by ARIA S.p.A, (with a choice between VM Windows or Linux by choice);
· Possibility to activate "Environment B" (Master Machine), as described in the following section, upon specific request.
The Body has the possibility to request the supply of an "Environment B" connected to internet in protected mode through proxy system and not connected to the data storage. On this system the Body has the possibility on its own responsibility to install applications, software updates, libraries and carry out maintenance activities, if they are necessary for the research activities and within the limits of the study objectives laid down in the Agreement and the other documents annexed to it. In order to be able to take full advantage of the updated system, the Entity - through appropriate communication to be sent to the dedicated email address (daas@ariaspa.it) - shall request from the DaaS Management Service of ARIA S.p.A., the cloning of “Environment A” on “Environment B”, thus allowing the complete replacement of the system and its contents.
ARIA S.p.A. will carry out continuous monitoring of the technological resources actually used by the Entity, making use of specific indicators developed for this purpose. Therefore, the Lombardy Region, through ARIA S.p.A., reserves the right, at six-monthly intervals, upon the outcome of the appropriate checks and after sharing the requirements with the Entity and supplementing/subscribing the Operating Kit, to proceed with the remodeling of the technical characteristics of the analysis environments, in order to optimize the infrastructural resources available for the analysis activities. This is without prejudice to the Entity's right to request, within the framework of the available technical configurations, an improvement of the resources, provided this is necessary for specific and justified operational needs.
3. Obligations of the Institution The Institution is obliged, from the beginning, to use, independently and with full assumption of responsibility, the means and technical-organizational resources made available in accordance with the characteristics of the virtual environments, exclusively for the purposes identified in the Agreement and the activities listed in the approved Project Proposal. According to the rules and procedures established by ARIA S.p.A. (Appendix 4), the Institution can request the installation in the environments of additional software, applications that the Institution deems necessary for a better pursuance of the project purposes, provided that the Institution has purchased the relevant software licenses and/or authorizations for the use of said software and that the IT tools used by the latter comply with current standards, including security standards, envisaged by the legislation on the processing of particular personal data. Implementations capable of substantially altering the security and IT integrity profiles of the virtual environment made available are excluded from the supply. In compliance with the provisions of the D.G.R. n. 4893/2016, the Lombardy Region has the right to carry out through ARIA S.p.A. periodic verifications of the logs in its possession relating to the infrastructure that enables the virtual environments made available, or its access mechanisms, in order to monitor its use. Please note that, in order to minimize the risk of unauthorized data exfiltration, the environments that process the data made available by Lombardy Region do not have direct access to the public web. For this purpose, procedures have been prepared to separate the maintenance phases of the environments from those of data processing. It is therefore the responsibility of the Authority to follow and collaborate in these phases in order to prevent and avoid illegal and/or unauthorized dissemination of the data present in the environments used.
4. Responsibility of the Institution Regarding the implementation of the virtual environments, the Institution can manage autonomously the relative functions (of environments A and B), as well as the analysis and processing activities, with consequent assumption of responsibilities connected with the use and operation of the environments made available. Therefore, in the event that for any reason and / or cause, the non-usability and / or incorrect functioning, even partial, of the virtual environments for reasons connected with their use should occur, the Institution will assume all necessary responsibility. It remains possible to carry out the appropriate technical verifications with the support of ARIA S.p.A.
The Institution therefore assumes responsibility for the use of all the services made available in the virtual environments, excluding from now on any involvement of the Lombardy Region and for it of ARIA S.p.A. about the functioning of the virtual environments connected to their use, as well as in relation to full compliance with the rules and principles established for the processing of personal data as a result of EU Regulation 679/2016 (GDPR - General Data Protection Regulation) and the amended Legislative Decree n. 196/03 (the so-called updated Privacy Code) and any other measure applicable in any case in the field of privacy.
Moreover, compared to the provision of the "Standard" services, the responsibility of the Entity to comply with the regulatory obligations established in order to track the activities carried out by the System Administrators in relation to the virtual environments for which only and only the Entity is held and responsible. Should the entity request the upload of datasets within the virtual environments made available, the entity assumes responsibility that these datasets are in no way referable to individual persons, and instead are provided in aggregate and/or equivalent form, as such unable to allow back-identification of the individuals concerned.
5. Confidentiality agreement The data and information supplied, including those relating to the Agreement signed by the Institution, are strictly confidential. Therefore, by signing this document, the Institution undertakes not to disclose, disseminate, communicate to third parties, nor use the information in any way acquired for purposes and / or purposes other than those agreed and / or expressly authorized. In no case will the unauthorized use of data and information be allowed, under penalty of legal termination of the Agreement, with consequent charging of damages caused by any misuse. Any information that: a) is or becomes in the public domain, without violation of the confidentiality obligations by the recipient subject; b) has legitimately been obtained from third parties without a commitment of confidentiality by third parties; c) have been requested by order of the judicial authority; is excluded from the confidentiality agreement.
For acknowledgement and acceptance
Milan, date of digital signature

For [company name]
The pro tempore legal representative
[Name] 
Signed digitally ex art. 24 D.Lgs. n. 82/2005
Milan, date of digital signature
Specific approval pursuant to Article 1341 of the Italian Civil Code
Pursuant to and for the purposes of Article 1341, the Entity declares that it has read and approved without reservation the clauses set out in points 3 ("Entity's obligations"), 4 ("Entity's liability"), 5 ("Confidentiality agreement").

For express acceptance
Milan, date of digital signature

For [company name]
The pro tempore legal representative
[Name] 
Signed digitally ex art. 24 D.Lgs. n. 82/2005
Milan, date of digital signature
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